DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
{The requirements of the DoD Industrial Security Manual apply

to all security aspects of this effort.)

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED
SECRET

b, LEVEL OF SAFEGUARDING REQUIRED
NONE

DD FORM 254, DEC 1999

2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable}
a. PRIME CONTRACT NUMBER DATE (YYYYMMDD)
X a. ORIGINAL (Complefe date in all cases) 20150917
b. SUBCONTRACT NUMBER b. REVISED REVISION NO. DATE (YYYYMMDD)
(Supersedes ail
previous specs}
c. SOLICITATION CR OTHER NUMBER DUE DATE {¥YYYMMDD) i DATE (YYYYMMDD)
X NO018915T0560 20150921 ¢. FINAL (Complete llem 5 in all cases)
4. IS THIS A FOLLOW-ON CONTRACT? ] YES > l NO. If Yes, complete the following:
Classified material received or generaied undar (Preceding Contract Number) is transferred to this follow-on contract.
5. IS THIS A FINAL DD FORM 2547 I YES 3 | NO. i Yes, complete the following:
In response te the contractor's request dated , retention of the classified material is authorized for the period of
8. CONTRACTOR (include Commercial and Government Enfily (CAGE) Codlg)
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CCDE | c. COGNIZANT SECURITY OFFICE {(Name, Address, and Zip Code}
MECHDYNE CORPORATION TBD AT TIME OF AWARD
192 BALLARD COURT
VIRGINIA BEACH, VA 23462
7. SUBCONTRACTOR
a. NAME, ARDRESS, AND ZIP CODE b. CAGE CCDE {c¢. COGNIZANT SECURITY OFFICE {Name, Address, and Zip Code}
8. ACTUAL PERFORMANCE
a LOCATION b. CAGE CORE | . COGNIZANT SECURITY OFFICE {Name, Address, and Zip Code}
NAVY CYBER DEFENSE OPERATIONS COMMAND NAVY INFORMATION DOMINANCE FORCES
112 LAKEVIEW PARKWAY 115 LAKEVIEW PARKWAY
SUFFOLK, VA 23435 SUFFOLK, VA, 23433
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
10, CONTRACTOR WILL REQUIRE ACCESS TO: YES | NO {11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES| NO
a. COMMUNICATIONS SECURITY ([COMSEC) INFORMATION X | & AR ran Ly 1ED NECRUATION ONLY AT ANGTHER X
b, RESTRICTED DATA X | o RECEIVE CLASSIFIED DOCUMENTS ONLY »
¢ CRITICAL NUCLEAR WEAPON DESIGN INFORMATICN X | ¢ RECEIVE AND GENERATE CLASSIFIED MATERIAL b4
d. FORMERLY RESTRICTED DATA | d FABRICATE, MCDIFY, CR STORE CLASSIFIED HARDWARE ple
e. INTELLIGENCE INFCRMATION :| e. PERFORM SERVICES ONLY prd
(1) Sensitive Compaitmented Information (SCI} X1 " BOErfSRico, {Josupsogstgggggﬁg Aﬁ‘q%c’?&?fg%gr”éf‘%’#r?s‘&’%g“E oS X
@nonsa X | ¥ B e on e e Soniey Seresh S o | X
f. SPECIAL ACCESS INFORMATION X | h REQUIRE ACOMSEG ACCOUNT X
g. NATOINFORMATION X i, HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT iNFORMATION X | 3 HAVE OPERATIONS SECURITY {OPSEC) REQUIREMENTS X
i. LIMITED DISSEMINATION INFORMATION k BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE x
j. FOR QFEICIAL USE ONLY INFORMATION X l. OTHER (Specify} X
k. OTHER (Specify) X
NIPR/SIPR

PREVIOUS EDITION 1S OBSCLETE.

Adobs Frofessional X




12. PUBLIC RELEASE. Aay informatian {olassifed or unciassifiad) partaining ® this cantract zhall not be relezsed for pubkic gisseminalion excapl as prvided
by lhe Indestrial Sezurlty Manual ar unless it has bean approved for public refaase by epprapriale U.5, Governmand aulhonity. Proposad public releases shall
be submitted for approval elor tn relegse 1:] Bitoey I:I Through {Saeciv}

to e Dirstlosaty for Fraedom of Information and Security Review, Office of the Assistant Seersary of Dafense {PubEe Atals)® for raview,
“in the case of non-Dol User Agencies, reguests for disclosure shall be submilied 1o that sgancy.

13. SECURITY GUIDANCE, The securiy classilicatisn guidanze needed for (his elassifiad gffort is Idendifiad betow. I say dkimully is encountered In applying this
gridance of if any olher conirlbuting factor indicates a need for changes in this gukdance, tha contraclor is authorized ard encouraged o provide recommendad
changes; to chalienge the guidance or the clagsification assigned ig any Information or matarial fumished or ganarated under this contract; and to submit any
questions for inlarpretallon of this guidance 1o the officialidentfied below. Pending finst decisian, the Infomaticn involved shafl be handled ond protecied af the
highast lavel of elagsification assigned orecommended. (Fil In 85 sppropriate for the classified elfoet. Atloch, of larward unter separale comesgondonce, any
documens/yuktesfexiratts referencad heralr. Add addong! pages 02 npeded to provide complole guldance )

All worl will be performed at Navy Cyber Defense Operations Command, 112 Lakeview Parkway, Suffolk, VA., 23433

POP: upon award 1o 30 Sept 2015

14. ADDITIOKAL SECURITY REQUIREMENTS. Roquiremenis, in nddilion lo 1SV equirements, ara estatilshad for this contract, I ] Yes | LN
{f Yos, idenlity the parlinent corvaciual clauses in the conlract dosument ilself, or provide en appropeate slelemen] wilch Kenlifiss the addifional
requiremants. Frovide 8 copy of lhie requirermnsnis fo the sogrizant secuniy cfifce. Use flem 13 I addilional space Is nesded.)

15, INSPECTIONS. Elsmenis of this contract are outside the Inspection responsihlity of the eognizant security cffice, Yes | |No
{f Yo, axpiain amd idenlffy specifi araxs or sleronts carvet oul end the sclivily respansible for inspaciions, Use Hem 13 ¥ additbonal epace [s needed)

16. CGERTIFICATIOR AND SIGNATURE. Sszcurity requirements stated hereln are complsie and adequate fer safeguarding the ciassified
information to be refassed or generated under this classifiad effort All questivns stall be referred to the official named below,

2. TYPED NARE OF CERTIFYING OFFICIAL b, TITLE 6. TELEPHONE [lncluda Ares Coda)
Tim Bilbrey NANB/COR {737} 203-0666

d. ADDRESS {Incivda Zip Codo} 17, REQUIRED DISTRIBUTION

Novy Cyber Defense Operstions Carmmand, 112 Lakeview Parkway, ¥ | a coutactor

Suffolk, VA, 23435 b, BUBCONTRACTOR

t. COLNIZANT SECURITY OFRCE FOR PRIME AND SUBCONTRACTRA

€. U5 ACTIVITY RESPONSIBLE FOR OVERSEAS SECURTY ADHRUSTRATION
o n. ADMIHISTRATIVE CONTRACTING OFFICER

M 11, OTHERS AS NECESBARY

0. SIGNATURE




